}}}}}}}
“q001° o

44444
- B

Symmetry Software
User Guide

9.0v1

96060429



© G4S Technology 2018

All rights reserved. No part of this publication may be reproduced in any form without the written permission of
G4S Technology Limited.

G4S Technology Limited cannot be held liable for technical and editorial omissions or errors made herein; nor
for incidental or consequential damages resulting from the furnishing, performance or use of this material.

Symmetry Software User Guide
(9600-0429)

Issue 9.0 v1 1 21st March 2018.
Applies to version 9.0 of the Symmetry Software.

Microsoft and Windows are registered trademarks of Microsoft Corporation.

Image compression software is based in part on the work of the Independent JPEG Group.
MIFARE is a registered trademark of NXP Semiconductors.

HID is a registered trademark of HID Corporation.

iCLASS is a trademark of HID Corporation.

Symmetry and SymmetryWEB are trademarks of G4S Technology Limited.

Casi-Rusco is a trademark or registered trademark of UTC Climate, Controls and Security.
SALTO is a trademark of Salto Systems Ltd.

All other brand names are trademarks of their respective owners.



Contents

e =] = o] P \Y
Underwriters Laboratories (UL) ComPlianCe. ... iv
L0 18 a0 o [ ok 1 o] 1R SPR iv
Chapter 1: Introduction to Symmetry Security Management ................. 1
ADOUL the SYMMELIY SOFtWEAIE ......uiiiiiiiiii s 1
About Symmetry Security Management SYSTEMS ... ... 2
F ot ot =TT o o1 o] TSPt 3
VA Lo LoTo Y oY g T Vo T= LT o | USSPt 6
Ll gV o] g1V F= T F=To =T o 0 T= o SRR 6
(T[T Y1 A =T g To T= 4 1= o | SRS 7
(TN = U I == i o ]| T o T USSPt 8
INTEICOM MBNAGEIMENT ...ttt e et e e et e et et e e e et e e e eb e e et eba s e e eebneeeaa e e e eba e eeeaneeeeannaas 8
YT (o T Y F= g =T 1= =T o | U SPPNt 8
Symmetry SOFtWare ProdUCT TYPES ...eeiiiiiiiiiiiiiiiiiiiieieeteeeeeeeeeeeeeeeeee e aeeaeeseeeeseseeseeeseeseeeseseeseseennees 8
BUSINESS EAItiON SYSIEMIS ... 8
Professional EditioN SYSIEIMS ......cooii i 9
ENterprise Edition SYStemiS. ..o 9
(€[] oF= U o 11 To g I3 YAS] =] 1 0 USSPt 9
Homeland SeCUNtY EQItION .......coooeiiiieeeee e 9
SUMMANY OF FEATUIES ...oeiiiiiiiiiiiiiiiiiii ittt ettt ettt et ettt et s st st st st s s st s s st sbesssseeesenesnnees 9
STANAAIT FEALUIES ...ttt e e e e et e e e s st e e e e e s s s e ee e e e e s 9
(@] 01T g P U = U =P 10
Chapter 2: Getting Started............coovviiiiiiiiiiie e 11
Starting the SYmMmetry SOftWarE .......oovvieii e e e e e 11
ADOUL the USEI INTEITACE ....uuiiiiiiiiiiiiiiiii s 12
RIDION BA ..ottt e e e e e 12
QUICK ACCESS TOOIDA ... it e e e e e e e et e e e e e e e et e e e e e e e e eataa s 13
Selection and DEfiNItioN SCIEENS ........ciiiiiiiiiiiiiii et e e e e e e e e 13
ONINE HEIP. oo 14
LOgGING Off e 15
What YOU NEEA 10 A0 NEXE .ouuiiiiii et e e e e e e e e e e e e e e e e e e e e e e eeeaaneaeas 15
Chapter 3: Card ADmINIStration ............ccoeveeviiiiiii e 16
ADOUL the Card HOIAEIS SCIEEN .....uuiiiiiiiiiiiiii e s 16
Finding or Creating @ Card HOIAEN .........coooiiiiiii 16
Last Name, First Name and Middle NAME..........oouuiiiiiiei ettt e e e e e eeans 18
Setting UP Card DetalilS .......oouuuiiii i e e 18
(02T o [N (U0 ] o= o PP O PP P PP PPPPPPRPN 18
Card HOIAEI'S PICIUIE ...ttt e et e e e e s e e e e e s s n bbb e e e e e e s 19
ACEVE AN INACHVE DBIES ......eeiiiiiiiiiiii ettt e e e st e e e s s s r e e e e e s s s nreees 19
PIN COU..... ettt e oo ettt oo e e e ettt e e e e e et e e e e et e e e s 19
FaCility/CUSIOMEr COUE ... .coe e 19
Badge Design and Badge EXPIFES .....cooeeiiiiiiieiieeeeeeeeeeeeeee e 19
FaXe [ 11 o] g F= U @2 T (0 I @ 11 o] o LS 3PP PPPPPPPINS 20
(02T 0 [RS] £ 11U J PP PP PEP PP PPUPPPRPN 20
Multiple and TemMPOrary CardS.........cooeeeiei e 20
Creating and AsSignNing ACCESS RIGNTS .....ouiiiiiiiiiiiiiiiiiiiiiieiei e eeeeerereeee 21
Defining Time Codes and HOUIS .......coooiiiiieieeeeeee e 22
DefiniNg HOAYS ..o oo 24




Contents

Specifying Personal Datal ..........ooooiiiiiiii 26
SECONAANY Card EXPITY ... .uuuuuuennnnnnnininineinninn s 27
(oY ox= A1 oo B= W OF= 1o I (o] [o 1= SO PP P PP P PP PPPPPPPPPPPPPPPPPPPNt 27
SPeCifying VacCation TiMES ..o 28
What is the Difference between Holidays and VacationS? ...........c..vveeiieiiiiiiiiiiiieeee e 28
Chapter 4: Producing ID Badges..........ooovvviiiiiiiiiieeeeeeeecie e, 29
F N oo [0 Yo 1o o S 29
DESIGNING BAOGES ...ceiiiiiiiiiiiiiiiiiiiie ettt ettt ettt e ettt et ettt e e e e et s et e eeseee e st sstensnnntnnbnnnnne 29
Producing a Card HOIAer'S BAOQE........uuuiiiiiiiiiiiiiiiiiieieee ettt eeeneeennnnes 31
Entering Card Details and Capturing the Card Holder's PiCtUIe ............oooiieiiiiiiiiieiiieiiiie e 31
YN o] o] (o)1 To [ @ ) 1Tl - | PP 31
Capturing the Card HOIder'S SIGNALUIE ..........uuu s 31
Capturing Fingerprint and Hand GEOMELrY DAta...........uuuuuuummmmiiii s 31
Selecting and Previewing the Badge DESIGN ..........uuuuuuuuiiii s 32
Printing and ENCOAING the BAGQE ..........evuiiiiiiiiiiiiiiiiiieie ettt se e e eennennnnees 32
Y=g O T 210 11 o o SRS 33
Chapter 5: Visitor Management............oovvuviiiiiiiieeeeeeeeeeiiiine e e e e e e 34
SEtiNG UP ViSITOTS 1o 34
RV ST (o G = = V1 £ PSS 35
PerSONAl DELAIIS ...eevviieii e e e et e e e e e e e e e e et r e e e e eearrannan 35
Visitor Card Details, Access Rights and BiOMetriCS .......coovvvviiiiiiiiiiiiiieiiie e 35
Deactivating a Visitor Automatically on Leaving the Site ............eeviviiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiees 36
VISITON REPOITS .. 36
Chapter 6: Video Management ............ooevuiiiiiiiiii e e 37
T} (o To LU Yo {0 o PP PPPPPPPPP 37
SUMMArY Of KEY FEAIUTES ... ciiieeiiiie et e e e et e e e e e e e e e et e e e e e e eenaannnneeeaeeees 37
UsiNg the Virtual MatriX SCIEEN ........uuueii i eieeeeie s e e e e e e e e e e et e e e e e e e e e e e e e e e e e eeeanna s 39
Using the Video Playback SCIEEN .........iii ittt e e e e e e e e e e e as 40
Using [dentity VerifiCation ........occciiiiiiis s e e e e e e e e e 41
Video VerifiCation BULLONS............uviiiiiiiiiiiiiiiit ettt e e e e e s s e e e ee e s 42
Configuring [dentity VErfICAON. ..........uuiiiiii s 43
USING SYMMELIY NVRS ..ottt e e e e e et e e e e e e e e e e ta e e e e e e eeeaannaeeas 43
Tasks Carried OUt by an NVR ... 44
Defining NVRS in the SYMMELry SOMWAIE ..........ouiiiiiiiiiiiiiiiiiiiiiiiiiie ettt eeeeeeeeeeeeeeeeeseeeeeeeene 44
Assigning Cameras in the Symmetry SOftWare ... 45
ADOUL the WED INTEITACE ......ciiiiiiieiiiii e e e e e 45
2 F Tod (g lo JU oY/ o [=To B B - L = WO PPPPPPPPPPPPPPPPRE 46
VIAE0 COMMANUS ..o 46
CAMEIA COMIMANTS ....eeeieiiiiitt ettt ettt e e ettt e e e e ettt e e e e s s b e ettt e e e s s b bbb ettt e e e e s anbbbe e et eeeenanne 46
Playback from Alarms and REPOIS ......uuuiiiiii it e e e e e e e e e e e e eaeannan 47
(T = o] a TS [ =To [ =1 4 o o USRS 47
Chapter 7: Alarms MONITOMNG........ovieiiiiiii e e 48
Understanding Alarms MONITOTING ....uuuuiii i e e e et e e e e e e e aaaaa s 48
HOW New Alarms are SIgNAIEQ. ............wuiiiiiiiiiiiiiiii ittt et e e e ee e e s tssesessseesssesseesennnnnnnne 48
Y o Yo UL A A oI AN = 1 LS ol =TT o PPNt 49
Default Appearance Of the AlArMS SCIEEN ..........uuiiiiiiiii ettt eeeeeeeeeteeeseeeeseeeseeeseenennnnnes 49
Combined Alarm/Acknowledgement APPEAIANCE .........cooeiieiiieeeeeeeeeee e 52
SEttiNG UP ACHVILY FIEIS ... s 52
Viewing a Graphic of the Alarm's LOCAtION..........cooiiiiiiii e, 53




Contents

Chapter 8: Producing REPOITS .......coovviiiiiiiiiiie e 54
INEEOAUCTION e 54
ACTIVITY REP O i 54
Reports Available from the Reports Tab ... 55
ez 10 0] (=P RR 57
Muster (ROI Call) REPOITS ..o 60
(1= 1] o T W1V (1) = PP 61
(I Yox= 0] gl 2= o Lo o K= U 62
Chapter 9: Other FEatUIeS ......coov v i i 63
Setting Up User ROIES @nd ACCOUNTS ......euiiiiiiiiiiiiiiiiiieiteietetieeeeeeeeeeeeeeeeeaeeeeeeeesssesseseeeseesseesnnnnee 63
Y= 0] oo L oI Lo =T 63
(1= 1] [0 LU LT g Aot olo U o] (=TT 64
SENAING COMIMEANUS ..eiiiiiiiiiiiiiiiieee ettt ettt ettt ettt et ettt ettt e st s se s st st sttt s s sssssssssssestsnssennnnnnne 65
Manual Commands (COMMAN CENLET) ......ceiiiiiii e 66
Yol g =T [0 1=To I @o] 14 g = T To KU 67
LI o [ @e 141 1 4= 1o o PP RSRPN 68
Threat Level ManagemEnt ... .. ... . s 69
Guard Patrol MANAGEMENT ........iiiiiiiiiiiiiiii ittt ettt e e e e e aaesss et eesessssesssesesessesssennnnnnee 70
LT g=To] gTTot SRS o L= o TP P PP PP PP P PP POPPPPPPPPPPPPPIRt 70
Creating and Managing TASKS ......euuiiiiiiiiiiiiiiiiit ittt ae e e aaeabeeesssaseessseeeeeeseeeenneees 71
(1= 1] o T W AN L= 1= T PR 72
(7] 0] o)1= oo Jr= T 1= ] P 74
[ F= Lo [T Vo T 1= TS A =g o PP PPPTN 74
WWOTKIIOW DESIGNEN ..ttt s 74
LT [o [T a Lo I ANex 1] 1 PRSP 75
MUIEIPIE WOTKEIOWS ...t e e e e et e et e e e e e e e eat e e e e e eeeetbaeeeeaeeeesrnnn 76
WVED ACCESS ittt s 76
REAAEN MOAES ... 76
Card-and-PIN MOGE.........oooiiiiiiiiiiiiiiee e e e s e e e e s s e e e e 76
USEI-CO0E MOUE. ......cutiiiiiieiiittie ettt e e e s e e et e e e s e et e e e s s saebr e e et e e e s s aann 76
Card-CommaNnd MOUE.........cccoiiiiiiiiiii e e e e e s e e e e s e e 77
G2 or= V(o 1Y (o T =SSP 77
(O101S3 (o] g [ A @XoTo [T @ o1 )V 1Y, (o To = PR 77
Customer Code ONlY NO StOre MOE..........iiiiiiiiiiiiic et e e e et e e e e e aaaaa s 77
ENabled/DiSabled MOE ............uviiiiiiii et e e 77
FINGEIPINT MOGE.. ..o 78
DUFESS IMOUE ...ttt ettt e e ettt e e e e o ettt e e e s e bbb ettt e e e s s bbb e et e e e s s eaann 78
Delete-0n-PIN-EITOr MOGE. .........uviiiiiiiiiiiiiii et e e e e s r e e e e e e s aanes 78
LI To o 1= 1Y (oo [T P PP PPPPPPPPPPPPPPOt 78
TWO-CArd MOUE .....cciiiiiiiiit ettt e ettt e e e e sttt e e e s s e e et e e e e s s rree e 78
REAEr-INNIDIt IMOOE. ......ciiiiiiiit et e e e e s et e e e e s s e et e e e s s eann 78
ANLIPASSDACK IMOUES ...ttt sttt ettt sttt sttt ettt et e teenenn e 78
VISIEOT DEACHIVALION ....ciiiiiitiiiee ettt e ettt e ettt e e e e s e et e e e s s e e et e e e e s annrrne s 79
Backing Up @and ArChiVING ...ccoooiiiiii it e e e e e e e e e e e e e e e e aanaaeeeeaeaees 79
Multi-Company INSTAllatioNS ........ouuiiii e e e et e e e e e e e e e e e e eeeeens 79
The Benefits Of & SINGIE SYSIEIM .......iiiiiiiiiiiiiiiiiii ettt eeeeee e et e e e e e et st esssesessssessseseensennenes 79
Company Groups - Keeping INformation PriVate.............coooiiiiiiiiiii 80
Device Sharing for ACCESS RIGNES .....coooiiiiieeee 80
ROULING ABITNS <. 80
00 [ P SRSPP 81




Preface

This User's Guide introduces the key concepts of:

SymmetryE Security Management, including its purpose, scope, main components and
architecture.

1  The Symmetry software, which used to configure, monitor and control Symmetry Security
Management Systems.

This guide is aimed at people who are responsible for day-to-day operation of the Symmetry software.
After reading this guide, you should be reasonably familiar with the purpose and scope of Symmetry
Security Management Systems, how to log in to the Symmetry software and the key features of the
software. This guide does not attempt to describe the details of each and every option on every screen;
the Online Help is provided for that purpose.

Underwriters Laboratories (UL) Compliance

This guide has not been evaluated by UL. Any site that requires UL compliance must use only
documentation that has been evaluated by UL.

Other Publications

This guide covers some of the key features of the Symmetry software. Other publications provide
additional information about optional modules or utilities:
SymmetryWEBE Installation Guide

Web Access Installation & User Guide

813 Fingerprint Reader User's Guide

Directory Sync Manager Installation & User Guide
Guard Patrol Manager Installation & User Guide
Intrusion Management Installation & User Guide

M2150 Intrusion Guide

Intercom Management Installation & User Guide

NIC Module Configuration Guide

XML Developer's Kit Installation & User Guide

Threat Level Manager Installation & User Guide

Data Connect Manual

Disconnected Doors Installation and User Guide

Global Edition Installation and User Guide

Third-Party Access Devices Installation and User Guide

=A =4 =4 =4 =4 -4 -4 8 -5 - -8 -8 a9

==

This manual should be read in conjunction with the product help, which is also available in printed form as
the Symmetry Software Reference Manual.




Chapter 1:

Security Management

About the Symmetry Software

Introduction to Symmetry

The Symmetry software (Figure 1-1) allows operators to configure, monitor and control Symmetry Security

Management Systems. The software runs within the Microsoft windows® operating system on PCs.

b4

)\ a@m - Symmetry Professional R
Home Operation Reports Setup Install Maintenance ~ @
g i D (LI RN w o A~ [ @ o M
| @ —:l e || = | Il 43 ,"j & £ Print Badges || "J!' |
Alarms Activity Graphics Command Change Tasks || Virtual Video Card Visitors Identity Locator = e Full
Center  Company Matrix Playback Holders Verification Screen Ty
Meonitoring Video & Audio Identity View

43 Home - Identity - Card Holders Selection [ =]
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Mote: Exit this screen to action any Card Holder changes you have made. Entries Found: ()

s e | e =

= DELL-VISTA | CPU: & | Installer| = My Company | @ New:UfTota\:Cl% El New: 0| Priority: 0| @S\Ience 5101’02[2011 12:57:20 1%

Figure 1-1: Symmetry Software

The Symmetry software includes an extensive range of standard features, complimented by a
comprehensive range of optional modules that allow an operator to configure, monitor and control the
building's security systems from a common user interface. The software enables you to perform tasks
such as to configure and control access, set up intrusion panels, define guard tours, arm and disarm
intrusion areas, design and print badges, manage visitors, monitor and manage alarms, produce reports,
control video cameras, replay video recordings and operate intercoms. The Symmetry software provides a
framework that allows all of these different areas of site security to come together as a single solution.
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About Symmetry Security Management Systems

A Symmetry Security Management System is a powerful integrated solution for organizations requiring
automated security. Symmetry Security Management consists of the core Symmetry software, together
with a range of software modules and hardware devices that can be selected to match the security
requirements of the site. Depending on the modules and hardware selected, the system can provide
integrated control and monitoring of all key elements of site security, including:

1  Access Control

1 Video Management

i Intrusion Management

T Identity Management

i Visitor Management

i Intercom Management

1  Guard Patrolling

Video
Management
Access Intruder
Control 1 Detection

Intercom
Management

Guard
Patrolling

Visitor Identity
Management Management

Figure 1-2: Symmetry Security Management

The following sections explain each of the key elements of Symmetry Security Management.
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Access Control
The Symmetry software, supported by the Symmetry range of nodes and card readers, can control access
through all forms of entrance, including standard doors, turnstiles and revolving doors. Access control for
elevator floors is also available using the Symmetry range of elevator nodes.

The Symmetry nodes store the access control rules locally, which means that the system can function
normally without a network connection to the Symmetry database.

Figure 1-3 shows an example of the architecture of a Symmetry access-control system.

Door Monitor Symmetry Clients

Door
Release
Exit
Request
Symmetry
: ' Nodes

&

R

)
WAN/LAN W=

Network Symmetry Server
(optionally, database
on separate Database
Server)

Reader

Door Monitor

Door
Release

;

|7 ! Monitor
: Points

e

| P
Reader i —
Elevator Control Auxiliary

Panel Outputs

Figure 1-3: Symmetry Access Control

To gain access to an access-controlled area, a person normally presents a card or badge to a reader. The
entry of a personal identification number (PIN) may also be necessary, or a fingerprint or hand for a
biometric reader. The system then determines whether or not to grant access based on a predefined set of
rules known as access rights. If access is granted, the door release is activated or the elevator floor button
is enabled, and the card holder is able to gain access to the access-controlled area.
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For a door, after a predefined length of time (normally a matter of seconds), the door relocks automatically.
If required, the door can be permanently unlocked during busy periods of the day using scheduled
commands. Each door has a dedicated reader, which is located close to the door.

Symmetry supports many different types and makes of card reader, including smart-card, proximity,
magnetic stripe and biometric readers. In addition, a wide range of card formats is supported. Further
information about Symmetry readers and the card formats supported can be found in the Symmetry reader
data sheets.

Each door also has a door-monitor contact. This detects when the door has been opened or closed, and
enables the system to determine whether, for example, the door has been forced or kept open too long.

In some cases, a door also has an exit-request switch, which when pressed, activates the door release.
The exit-request switch is normally located next to a final exit to allow people free access to leave the
building.

An access-control card contains a unique number that identifies the card holder to the system, and
therefore the access rights of the card holder. The access rights, which can be set up in the Symmetry
software, specify which doors or floors the card holder is allowed to use and at what times. Not only can
the access rights vary from day to day, but also for specified holidays, which maintains the security of your
building during vacation periods, shutdown periods or any other nominated days.

About the Symmetry Server

The Symmetry server, which should never be switched off, is the PC that manages the Security
Management System. For example, the Symmetry server starts trigger or scheduled commands across
nodes and initiates scheduled reports.

All data about the Security Management System, including card holders, access rights and alarms is
stored in the Symmetry database. For Symmetry Business, Professional and Global editions (see page 8),
the database must be located on the Symmetry server. Optionally, for Enterprise edition (see page 9), a
separate SQL database server can be used, which may manage databases belonging to other
applications. Using a separate database server can, amongst other benefits, reduce database software
costs, ease maintenance and improve security. A full description of the advantages can be found in the
Symmetry Software Installation Manual.

About Symmetry Clients

The client PCs connect to the Symmetry server over a network. Clients provide the user interface to the
Symmetry software. They enable you to carry out tasks such as to set up card holders, specify access
rights, print badges, view alarms, produce reports, and monitor, record or play back video images. They
also control communications to the security management hardware located around the building, such as
the nodes that operate the doors and readers.

By default, the Symmetry client software is installed on the Symmetry server.

There can be many clients in use simultaneously, up to a limit determined by the license. The number of
clients required depends on the number of nodes and other security management hardware in use, and
the number of users who need to use the Symmetry software. In a large system, many clients may be
required, each for a different purpose.

Each user of the Symmetry software has a set of login privileges, which determine the range of screens
that are available and the functions that can be carried out.

Alarms can be sent to any of the clients according to the time of day, day of the week or even on holiday
dates. This allows, for example, alarms to be displayed on an operator's PC during the day, then on the
guard's PC during the night.
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Each Symmetry client can support up to 1024 LAN chains and/or 16 dial-up/serial hardwired chains.
About Symmetry Nodes

The Symmetry nodes provide distributed intelligence for the Security Management System. Using a copy
of the relevant rules that have been set up on the client PCs, nodes manage all their connected devices,
including readers, door releases, monitor points and auxiliary outputs. A node can independently decide
whether or not to grant access, and can respond in the desired manner to any attempted access violation.
Alarm messages are immediately sent to a client PC for the attention of the guard or alarm reporting.

A Symmetry node consists of a database unit, and one or more door controllers. The database unit holds
the access-control rules, while the door controllers provide the physical connections to the door furniture.
Symmetry provides a range of integrated database units and controllers on the same PCB, and separate
devices that can be mounted in different locations for ease of installation.

There are several ranges of Symmetry hardware available. For example:

1 EN-2DBC i The EN-2DBC is a Power-over-Ethernet+ (PoE+) Edge Network device that contains an
integrated database unit and two-door controller in the same unit.

1 M215071 This provides a wide range of hardware options. M2150 supports up to 16 readers
controlled by a single node. The system can be easily expanded by connecting additional nodes,
either directly to the network, or from a node that is already connected to the network. For further
information about M2150 node types and hardware configurations, please refer to the M2150 Design
Guide.

1  SR-Seriesi Symmetry SR-Series nodes are replacements for existing microcontrollers (micros)
manufactured by Casi—Rusco®, General Electric® or UTC Climate, Controls and Security.

About Monitor Points and Auxiliary Outputs

The Symmetry hardware allows connection of monitor points and auxiliary outputs. Monitor points are
devices such as infra-red detectors, floor pads, door contacts or other sensors. They are constantly
monitored, and if triggered, cause the node to generate a predetermined response, such as displaying an
alarm at a client PC or recording video.

Aucxiliary outputs are devices such as external lights, sirens and barriers that can be switched on or off (or
switched on for a predefined period of time), either by a manual command from a client PC or
automatically by a scheduled or trigger command. For example, a scheduled command may switch on an
outside light at specific times of the day, and a trigger command may cause a device to operate
automatically when an event or alarm occurs. Trigger commands are a very powerful feature, which
provide extreme flexibility without the overhead of complexity.

The EN-2DBC supports four monitor points and two auxiliary outputs.

In the M2150 range, auxiliary outputs and monitor points can connect to an input/output module fitted to a
node, to an alarms controller or to an output controller. The M2150 AC24/4 alarms controller supports up
to 24 monitor points and four auxiliary outputs, and the M2150 OC4/24 output controller supports up to
four monitor points and 24 auxiliary outputs.

About Alarms and Events
The system constantly monitors all activity at devices such as readers, doors, monitor points and video

cameras, and logs all major actions that take place. The Symmetry software can log when access is
granted, when doors are closed, when movement is detected and more serious conditions, such as when
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a door is forced or when a lost card has been used. Each of these conditions is classed as an alarm or
event, depending on importance, with alarms being the most important.

Details of all alarms can be monitored in real time at a PC and are also logged for future reporting. Events
are simply logged for reporting. If required, alarms can also be directed to maintenance or security
personnel by email.

For further details of alarms monitoring, please refer to Chapter 7.

Video Management

The Symmetry Video Management module provides all the interfaces and tools necessary to monitor,
record, play back and control cameras from computers located anywhere on the network. Symmetry
provides a wide range of options for video management (Figure 1-4), including a video management
system with PC-based Network Video Recorder (NVR) storage. Symmetry also allows you to connect a
wide range of video management systems from other manufacturers to create a fully-integrated security
system.

Symmetry allows video systems to be deeply integrated with access control, intrusion and other parts of
the Symmetry Security Management System.

Chapter 6 explains Video Management in more detail.

Symmetry Database and
Network Video Recorder (NVR)

Network (IP)
.| ﬁ S — ﬁ“o Cameras
. ke

ke

Symmetry Client (e.qg. for
video monitoring)

WAN/LAN
Network

Network Video Recorder (NVR)

.-

P

—

Network Attached
Storage (NAS)

Figure 1-4: Symmetry Video Management

Intrusion Management

The Symmetry Intrusion Management module allows Symmetry intrusion panels, third-party intrusion
systems to be monitored, controlled and configured from the Symmetry software (Figure 1-5). The
Intrusion Management module provides complete alarms monitoring and reporting from the same user
interface used by other parts of the Symmetry software. The module also supports alarm monitoring from
Bosch D6600 Central Station communications receivers.
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Operators can arm or disarm areas, enable or disable detectors and determine the status of all parts of the
intrusion system using the Command Center in the Symmetry software.

The Intrusion Management module also allows intrusion systems to interact with other modules of the
Security Management System. For example, an intrusion alarm can automatically start a video recording
at a selected camera, and an access-control transaction can automatically disarm an intrusion area
depending on access rights.

Intrusion Management is explained in further detail in two publications: the M2150 Intrusion Guide (for
M2150 and EN-2DBC intrusion systems) and the Intrusion Management Installation and User Guide (for
all other intrusion systems).

Symmetry Server Q‘ {J

and Clients

T
W W= & SEHEsE
W

Integration with [ 5 Integration with
Access Control Digital Video

WAN/LAN
Network

- Third-party
[ e Intrusion Systems

M2150 Intrusion a— —

Remote Central Station

Figure 1-5: Symmetry Intrusion Management

Identity Management

Symmetry can maintain information about your employees, contractors and visitors. Various options allow
Symmetry to integrate with Enterprise Resource Planning (ERP), Human Resource (HR) and student
record systems to ensure identity information is up to date and flows across all systems.

Symmetry can maintain a customizable range of personal data fields that can help to identify individuals
for the purpose of security management, or to provide other information such as training dates and
certifications.

For each individual, Symmetry can also capture a photo, signature, biometric data and details of each
access card or other token that the individual holds. Symmetry logs all activity by individuals and changes
to records to enable audits to be carried out.
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Guard Patrolling

The Guard Patrol Manager is an optional module for configuring, recording and reviewing guard patrols.
The module includes a complete set of tools for setting up and managing patrols entirely from the
Symmetry software. It benefits from the ability to use access-control readers or monitor points as tour
checkpoints, resulting in the need for no specialist hardware or data-collection devices, and making the
introduction of patrol management both cost effective and easy to implement.

Patrols can be set up to specify the sequence of checkpoints to visit and the time allowed for the guard to
travel between them. The progress of a patrol can be monitored, and previous patrols reviewed in reports.
The Symmetry software can display any rule infringements, such as missed checkpoints or late arrival,
immediately in the Alarms screen.

For further details of Guard patrolling, please see page 70 or refer to the Guard Patrol Manager Installation
and User Guide.

Intercom Management

The Intercom Management module provides an easy-to-use graphical interface for managing, answering
and responding to calls from intercoms connected to Stentofon Alphacom intercom systems. The module
enables operators to respond to calls using the same user interface used to manage access control,
monitor video, operate intrusion systems, etc.

Calls are answered and managed from the dedicated Intercom Control screen, which lists all outstanding
calls. Operators can use the screen to manage calls, communicate with callers and open a barrier or door
associated with a selected intercom.

The module is of particular benefit in busy environments, where many incoming call requests could be
made at the same time.

For further information, please refer to the Intercom Management Installation and User Guide.

Visitor Management

Visitor Management is a built-in feature of the Symmetry software that allows you to manage visitor
arrivals and departures efficiently. It provides all the tools you need to add visitor details, assign access
rights, issue cards, nominate escorts and sign visitors in and out. Chapter 5 explains the key concepts in
further detail.

Symmetry Software Product Types

There are four different types of Symmetry software: Business, Professional, Enterprise and Global
Edition. Each of these is also available as a Homeland Security Edition.

Business Edition Systems

Business Edition is a true client/server system, with a maximum configuration of up to 64 readers and 3
clients. If required all software can be installed on a single PC. Each node can support up to 2000 cards.

Business Edition uses SQL Server databases managed by the SQL Server Express database engine.
With its maximum database size of 10GB, SQL Express has been designed and optimized for use on
smaller systems.
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Professional Edition Systems

Professional Edition builds on the capabilities of Business Edition to provide a maximum configuration of
up to 512 readers and 9 clients depending on the package purchased, with an unrestricted number of
cards.

Enterprise Edition Systems
This provides all the features of the Professional Edition system, but utilizes the full Microsoft SQL Server
relational database management system, which meets the needs of high performance and scalability. This
configuration supports unrestricted expansion for large systems.
Enterprise Edition also supports:
1  The use of a separate SQL Server Database Server (see page 4).
1  "Clustering", where two independent servers are seen as a single server by the Symmetry software.
If one server in the cluster should fail, the other automatically steps in to continue normal operation.

Please refer to the Cluster Installation Manual for further information.

Although installed, the Symmetry client software should not normally be used on a Symmetry server in an
Enterprise system.

Global Edition Systems

This builds on Enterprise Edition to provide enhanced capabilities for centralized card and alarm
management of multiple systems spread over a number of geographically separate sites. A Global Edition
system consists of a "head office" and a number of "regions”. The head office and all regions are installed
as separate Symmetry systems, with card holder and alarm data transferred between the head office and
regions using http or secure https communications.

For further information about Global Edition, please refer to the Symmetry Global Edition Installation and
User Guide.

Homeland Security Edition

A Homeland Security Edition (HSE) variant of the Symmetry software is available for US Government and
Symmetry SR installations. Homeland Security Edition includes additional fields when defining card
details. Otherwise, the user interface and features are the same as the standard software.

Summary of Features

Standard Features
Standard features of the Symmetry software include:

1  Easy-to-use and up-to-date user interface

1  Full integration with all Symmetry security products and many other certified partner products
1  Complete control of access rights (to specify "who" is allowed to go "where" and "when")

1

Easy card administration, including bulk amendments




Introduction to Symmetry Security Management

=A =4 =4 4 A4 -4 -4 A4 -4 -4 -4 A A -2

Dynamic alarms management

Graphics interface (e.g. to display alarms on plans of the building)

Video management (licenses required)

Badge designing and printing

Database partitioning

Login permissions control user access to screens and the menu options displayed
Extensive reporting options

Commands

Visitor management

Antipassback management

Area occupancy management

Straightforward control of hardware using manual and automated commands
Comprehensive context-sensitive online help system

Email Alarms

Optional Features

Optional features of the Symmetry software include:

1
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Integration with digital video cameras, network video recorders and other video management
systems

Integration with intrusion systems, including the Symmetry M2150 and EN-2DBC intrusion systems
Integration with wireless locks

Magnetic Stripe and Smart Card Encoding

Threat Level Management

XML Developer's Kit

SymmetryWEB web interface

Intercom Control Integration

Card Data Import and Card Data Export

Guard Patrols

Safety Roll Call Management (mustering)

Web access

10



Chapter 2:  Getting Started

Starting the Symmetry Software

To start the Symmetry software:

1. Double-click the following icon on the Windows desktop:

Symmetry
Alternatively, select Start/All Programs/Security Management System/Symmetry.

2. You are now prompted to log in:

User Mame:
Password:

Cancel

3. Enter your allocated user name and password to gain access to the screens of the Symmetry
software. The password is case-sensitive.

Your login user name determines the screens that are made available to you, and your user
permissions within the screens. For example, you may have full permissions to change information
in some screens, but view-only permissions in others. Details of how to set up users and their
permissions are given on page 63.

Once you have logged in, you can change your password by using the "Maintenance/User &
Preferences/Set Password" screen.

11
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About the User Interface

After a successful login, the Security Management window is displayed, with a ribbon bar and options
shown at the top of the window, as shown in Figure 2-1.

X ) Ip\ B Symmetry Professional
Selecting an option ) : o
. . Home Operation Reports Setup Install Maintenance ~ @
displays a screen in the — B N R O - 8 -~
i i ~ I b 1 = s | e ) |
main area of the window. @S E P KB @3 9 & et | OB B
Alarms Activity Graphics Command Change Tasks || Virtual Video Card Visitors Identity Locator Home  Full
Center  Company Matrix Playback Holders Verification Screen
‘/ Monitoring /| Video & Audic | Identity | View |
//
The ribbon bar gives
quick access to
options.
& DELL-VISTA CPU: " Installer| 2% My Company @ New:0| Totak0| (] New: 0| Priority: 0| @ Sience | 10/02/201112:45:20
These show the number of unacknowledged
These display your alarms, the number of uncleared alarms, the
login name and number of unacknowledged task alarms, and
company name. the priority of highest-priority alarm.
Figure 2-1: Symmetry Software Main Window
Ribbon Bar

A main feature of the user interface is the ribbon bar along the top of the window, which is organized into a
number tabs (Home, Operation, etc.), as shown in Figure 2-2.

’J-‘_-‘\, 7 Symmetry Professional = =
—} Home Operation Reports Setup Install Maintenance G
Ty, e ) @ [
g @ == anead u s ) —]"‘:JJ (“j i £ Print Badges "QL |
Alarms Activity Graphics Command Change  Tasks | Virtual  Video | Card Visitors Identity Locator | Home  Full
Center Company Matrix Playback Holders Verification Screen
Monitoring || Video & Audie | Identity | View |

Figure 2-2: Ribbon Bar

Each tab in the ribbon bar contains a number of groups (Monitoring, Video & Audio, etc.), and each group
contains a number of options. Selecting an option opens a screen in the Symmetry software. For example,
selecting the Home tab, followed by the Card Holders option in the Identity group opens the Card
Holders screen. This is referred to in the Symmetry documentation as the "Home/ldentity/Card Holders"
screen, which shows the path that is used to open the screen.
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Quick Access Toolbar

If required, you can set up a Quick Access Toolbar, which can contain options to access your favorite
screens. By default, the toolbar is located near the top-left corner of the window, as shown in Figure 2-3.
You can add and remove icons from the toolbar using the More Commands option selected from the
menu to the right of the toolbar.

Quick Access Toolbar

g Customize Quick Access Toolbar )|

@ i [ More Commands... Mo_re Commands
; g /| Show Below the Ribbon option

Virtual
Matrix

Alarms Activity Graphics Command  Change  [asks
Center Company

Figure 2-3: Quick Access Toolbar

Selection and Definition Screens

Many options in the Symmetry software lead to two screens: the "Selection" screen and the "Definition"
screen, as explained next.

Selection Screen

The Selection screen (e.g. see Figure 2-4) is the screen that is displayed when you first select an option
such as Card Holders from the ribbon bar.

13 Home - Identity - Card Holders Selection E@
Filter Options
Filter By: [Card MName - Active Date:
Last Mame: »~ Inactive Date:
EReE Nl Select by Status: | Active - l
Last Mame: First Mame: Card Number:
Delka Marek 1
Dray Philip 3
Howarth Mary 8
Jones Allen 7
Schwartz Zelda &
Taylor Alex 4
Thorpe Sarah 5
Mote: Exit this screen to action any Card Holder changes you have made. Entries Found: 7
Mew l Fooring] [ Help ] [ Open l [ Close

Figure 2-4: Selection Screen (Card Holders)

Selection screens contain a Find option, which enables you to find all existing items, such as card holders.
The items found are listed on the screen, often with other related information.
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If you want to be selective about the items to list, you can choose the filter options in the upper area of the
screen. Selecting Find then displays only those items that match the filter settings.

Definition Screen

Selecting New in the Selection screen, or selecting one of the items listed in the Selection screen followed
by Open, displays the Definition screen, such as the Card Holder Definition screen, as shown in Figure

2-5.
23 Home - Identity - Card Holders =5 =R (E==
Last Name: m First Name:  Alex Middle Name: rﬁ
Card Details | Access Rights I Personal Locator Biometrics
Card Number: 4 PIN Code: 3154

Active Date:
Inactive Date:

Employee Ref:

01/12/2010
Inactive Time:

Card Issue Level:

Fadlity/Customer Code: |299339 -

Approving Offical: [(None) v] @
Badge Design: [(Ngne) v]
Card Status
Badge Expires:
Usage Remaining: (Mo Limit) - Additional Options
[ Area Occupancy Card — [] Conditional Card [ keycard Holder
== ["|Force Cardholder Inactive [ Stop [ card watch || Executive Card
ACTIVE
[ set For Batch Printing [ command Card Holder [ Extended Doar Times [ visitor Escort
[ card Lost
Copy ] [ Delete Move [ Badge ] [ MNotes ] [ Permissions ] [ Help ] Save ] [ Cancel

Figure 2-5: Definition Screen (Card Holders)

Using the Definition screen, you can perform tasks such as to:

1  View or modify the details of the selected item. Note: you are given view-only access if another
person on the network is already viewing or modifying the item.

1  Define a new item, such as to set up a new card holder.

1  Delete the item entirely from the system.

1  Copy the item's details to create a new item.

Online Help

Every screen in the Symmetry software contains a Help button. Clicking the Help button provides
comprehensive context-sensitive help for that screen.
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Logging Off

You can log off from the Symmetry software by selecting the Symmetry button in the top-left corner of the
screen, followed by Logoff, as shown in Figure 2-6.

o) 381D -
b4

__‘:}_J Classic Menu *
g Windows

b

"'_'}-- Print

@ About...

iip] Logoff

@ Exit

Figure 2-6: Logoff

Note that the system may automatically log you out if you have not used the computer for a predefined
period of time (default 15 minutes). You can change this using the Auto Logoff Time option in the
"Maintenance/User & Preferences/Client Preferences" screen.

What you need to do next

Before you start to use the Symmetry software, you need to make sure your system's hardware has been
configured correctly using the Install screens. This User's Guide assumes that these tasks have been
completed for you by an installer, and includes setting up:

1 The Symmetry client PCs that are being used.

1  The LAN chains that the Symmetry hardware connects to.

1  The node chains.

1  The nodes, readers, monitor points, cameras, etc. used in your system.

Once these tasks are complete, you can work through this User's Guide to learn more about the
Symmetry software. You will find out how to:

Set up card holders and access rights i Chapter 3.

Design, print and encode ID badges (or cards for access control) i Chapter 4.

Use the system for visitor management i Chapter 5.

Use and control cameras and digital video systems i Chapter 6.

Set up and use the alarms-monitoring features i Chapter 7.

Set up and generate reports i Chapter 8.

=A =4 =4 =4 A4 -4 =

Use other important features i Chapter 9.

Other optional modules are described in separate manuals; see page iv.
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Chapter 3: Card Administration

This chapter describes how to set up card holders and define access rights.

About the Card Holders Screen

The "Home/ldentity/Card Holders" screen is where you set up the details of each person who requires an
access-control card or identity badge (except visitors, who are set up in the "Home/ldentity/Visitors"
screen). Using the Card Holders screen, you can perform tasks such as to:

1  Enter the details of the card holder, such as the card holder's name, card number and personal
details.

1  Specify the card holder's access rights. For example, the doors through which the card holder can
gain access, and the times that access can be gained.

1  Capture a photograph and signature to include on the printed badge.
1  Print and encode cards.

1  Capture biometric data, such as fingerprints, which can be encoded onto smart cards for access at
high-security fingerprint readers.

Finding or Creating a Card Holder

After opening the "Home/ldentity/Card Holders" screen, use the Selection screen to open an existing card
holder, or click New to create a new card holder. This displays the Definition screen. In the following
example, the existing card details for Alex Taylor have been opened.

16
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4% Home - Identity - Card Holders EI@
LastName: Taylor First Name:  Alex Middle Name: &
Card Details | Access Rights I Personal Locator Biometrics
Card Mumber: a PIN Code: 3154
Active Date: 28/02/2018
Inactive Date: Inactive Time: Card Issue Level: o
Employee Ref: Fadility/Customer Code: |299999 -
Approving Official: [(None) V] Y
Badge Design: [(None) v]
Card Status

Badge Expires:

Usage Remaining: [(No Limit) '] Additional Options
[ stop [~ Area Occupancy Card  [] Conditional Card [~ Keycard Holder
Card Format: [Legar_\-I V] [] set For Batch Printing [ card watch [~ Extended Door Times
G || Force Card Holder Inactive [ card Lost || command Card Holder [ Visitor Escort
ACTIVE
[ Executive Card
Exemptions
Auto Delete Random Search
Anti Passback PIN
[ Copy ] [ Delete ] Move [ Badge ] [ Motes ] [ Permissions ] [ Help ] Save ] [ Cancel

The Card Holder Definition screen contains a series of tabs:

1

Card Details tab i Allows you to capture the card holder's picture and to set up information such as
the dates that the card is valid, the badge design and any special privileges that you want to assign
to the card. See Setting Up Card Details on page 18.

Access Rights tab i Specifies the doors through which the card holder is allowed to gain access.
See Creating and Assigning Access Rights on page 21.

Personal tab 1 Allows you to specify personal information about card holder. See Specifying
Personal Data on page 26.

Locator tab 1 For finding the card holder's current location. See Locating a Card Holder on page
27.

Biometrics tab 1 Enables you to capture biometric data, such as the card holder's fingerprints and
signature. See page 31.

Vacation tab (by default, not displayed) T Enables you to specify hours when it is mandatory for the
card holder to be on vacation. See page 28.

You may not have access to some tabs, depending on your user permissions.

Note: The following sections describe the key features of the Card Holders screen. If you need further
information, please refer to the Online Help.
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Last Name, First Name and Middle Name
Each card holder must have their name specified in Last Name, First Name and Middle Name.

If possible, you should make sure that these three fields make the card holder's name unique, otherwise
you may find reports, etc. confusing if two people have the same name.

Setting Up Card Details

This section describes key features of the Card Details tab in the Card Holders screen:

4% Home - Identity - Card Holders EI@
Last Name: Taylor First Name:  Alex Middle Mame: &
Card Details | Access Rights I Personal Locator Biometrics
Card Mumber: 4] PIN Code: 3154
Active Date: 28(02/2018
Inactive Date: Inactive Time: Card Issue Level: o
Employee Ref: Fadility/Customer Code: |999999 -
Approving Official: [(None) v] Y
Badge Design: (Mone) b
| ] =
Card Status
Badge Expires:
Usage Remaining: [(No Limit) '] Additional Options
[Cstop [ Area Occupancy Card  [—| Conditional Card [ keycard Holder
Card Format: [Legar_\-I '] [T] set For Batch Printing ] card watch [ Extended Door Times
["|Force Card Holder Inactive [ card Lost "] command Card Holder [ Visitor Escort
ACTIVE
"] Executive Card
Exemptions
Auto Delete Random Search
Anti Passback PIN
Copy ] [ Delete ] Move Badge ] [ Notes ] [ Permissions ] [ Help Save ] [ Cancel

Card Number

The Card Number should normally be unique. If the card is used for access control, the card number must
correspond to the number on the card issued to the card holder.

If you leave the Card Number field empty when defining the details of a new card holder, a card number is
allocated automatically when you select Save, providing Auto Card Number is selected in the
"Maintenance/User & Preferences/System Preferences" screen. If Auto Card Number is not selected, a
card number of zero is used (you can enter the correct card number at a later date).

If you are using magnetic stripe cards and have an appropriate encoding unit, you can encode the card
number onto the card using the "Maintenance/Access Control/Encode Cards" screen or when printing the
badge. If you are using smart cards, you can use a Smart Card button in the Card Holders screen to
encode the card.
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Card Holder's Picture

If this large icon is displayed on the right of the Card Detalils tab, it indicates that the card
holder's picture has not yet been captured. A picture may be required for the card holder's
badge (see page 31). Once captured, the actual picture of the card holder replaces the
icon.

The tab provides two alternative methods to capture the person's picture:

1 LiveT Click this to capture a live picture of the card holder's from a camera connected

foyourPe.

1 Importi Click this to import a stored picture of the card holder (e.g. taken by a digital
camera).

Active and Inactive Dates

Use the Active Date and Inactive Date to specify the period over which the card can be used to gain
access (the doors and times that the card can be used are defined in the Access Rights tab). A card
cannot be used as from midnight on its Inactive Date, irrespective of access rights.

Note: You can also set a card to expire when a date specified in the Personal tab is reached. This could,
for example, be used to expire the card when a qualification expires. For further details, see page 27.

PIN Code

The PIN Code option enables you to specify a PIN (Personal Identification Number) for the card holder.
This is essential for any card holder who will be using card-and-PIN readers, since access cannot be
granted until the card holder presents the card and enters the correct PIN.

By using commands (see page 65), you can switch any reader between card-only and card-and-PIN
modes at any time. When a reader is in card-only mode, a PIN does not have to be entered, which may be
appropriate at busy times of the day.

A card holder can also use the PIN to create a "duress" alarm/event, either by preceding the PIN with a
zero and not entering the last digit, or by adding an offset value to the PIN, depending on configuration.

The alarm/event signals that the card holder is gaining access under duress. Duress mode can be
switched on or off for each reader.

Facility/Customer Code
Some cards include a customer code (otherwise known as a facility code), which identifies the card

holder's company. You need to choose the code from the Facility/Customer Code menu. The codes in
the menu are defined in the "Setup/Configuration/Facility/Customer Codes" screen.

Badge Design and Badge Expires
You can use the Badge Design menu to choose the badge design for the card holder (see page 32).

If the badge design has an expiry period, the expiry date is displayed in Badge Expires. If the badge is
used as an access-control card, it will not be able to be used to gain access after this date.
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Additional Card Options

You can use the checkboxes in the Additional Options area to specify additional privileges for the card
holder. For example:

i Extended Door Times i This is useful for card holders who are disabled, or for another reason
require more time than is normally necessary to open and get through a door. If you select the
option, the system uses the extended door times (as set up in the "Maintenance/Access
Control/Door Timing" screen) each time the card holder gains access.

 Command Card Holder i This enables the card holder to generate card command messages at
keypad readers. The messages can be made use of by trigger commands, for example to arm or
disarm intruder alarm systems or to switch lights on or off. Card commands can also be used by
users to change their PIN or the door open time.

1  Executive Card i Depending on the selected options, an executive need not, for example, enter a
PIN at readers that are in card-and-PIN mode.

Card Status

The Card Status area displays and enables you to change the current status of a card. For example,
selecting Card Lost, as it implies, is useful if the card has been lost or stolen, since if the card is used, the
"Lost Card" alarm/event is generated and access is not granted.

Active is the normal status for a card and enables the card to be used normally.
An Expired status can be set automatically if the card remains unused for a specified period of time

(perhaps because the card holder no longer works for your company). The time period can be specified in
the "Maintenance/User & Preferences/System Preferences" screen.

Multiple and Temporary Cards

If Multiple Cards is enabled in the "Maintenance/User & Preferences/System Preferences" screen, the
following icons are displayed to the right of the Card Number field in the Card Details tab:

tof2 P 3 vd @

You can use these icons to create and manage up to ten cards per card holder. Multiple cards may be
useful if, for example separate cards are needed for different sites. Each card can have a different card
number, active/inactive date, facility/customer code and card issue level.

The & jcon allows you to create a "temporary card", which could be used if, for example, the card holder
has left his or her standard card at home. When a card holder has an active temporary card, only that card
can be used to gain access; all other cards belonging to the card holder are set to "Inactive".
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Creating and Assigning Access Rights

A card holder's access rights, which can be specified in the Access Rights tab of the Card Holders screen,
determine which parts of the building he or she has access to and at what times. For example:

2 Home - Identity - Card Holders

LastMame: Howarth First Mame:

| Card Details Access Rights

= [m Assigned Access Rights
-[3] Mormal Rights

i i@ Access Codes

- Reader Groups

|l Entrance 1Reader @ Normal Office Hours
& Floor Groups

i Areas

+E] Advanced Rights
@ Intrusion System Users

The card holder's Assigned Access Rights can comprise Normal Rights and Advanced Rights, displayed in
a graphical tree view. You can expand the branches of the tree to view their contents in the normal way.

Normal rights are the standard access rights assigned to the card holder. The top level of this branch is
always displayed in the tree view.

Advanced access rights allow you to change the normal access rights over a specified period of dates. For
example, to allow access to a different area of the building during a temporary assignment. If the
Advanced Rights branch is not displayed, click Show All to display it.

The effect of advanced access rights is dependent on the setting of the Advanced Access Rights
Additive option in the "Maintenance/User & Preferences/System Preferences” screen. If the option is set,
any defined advanced rights add to the normal access rights. If the option is not set, any defined advanced
rights completely override the normal access rights during the date period.

You can assign access rights by, for example, clicking Readers, followed by Assign. In this case, the
Assign Reader dialog is displayed:

G Assign Reader =1 B0 (5
Select Reader/s Assignments
[Entrance 2 Reader Entrance 1Reader @ Normal Office Hours
Server Room
Add >
Select Time Code
<< Remove
Mormal Office Hours -
01020304 050607 08031011121314151617 181920212223
Maon I ————————
Tue o . S B
wed I ——————————
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In the Assign Reader dialog, you choose one or more readers that the card holder is allowed to access
from the list in the top-left corner. You also need to choose a time code (described in the next section),
which restricts access to the reader to specified times of the day. In the previous example, the area on the
right ("Assignments") shows that "Entrance 1 Reader" has been selected with the "Normal Office Hours"
time code. The graphic in the bottom-left corner shows that the time code has been specified as 08:00 to
18:00 Monday to Friday, which restricts the use of "Entrance 1 Reader" to those times.

Symmetry sums any access times that overlap. For example, if the Assignments area shows "Reader 1 @
09:00 to 13:00" and "Reader 1 @ 12:00 to 17:00", Symmetry will allow access from 09:00 to 17:00. The
Symmetry Online Help provides further examples.

In addition to readers, the Access Rights tab allows other types of access rights to be set up. For example:

1 Reader groups i A reader group is a group of one or more card readers, as set up in the
"Setup/Device Groups/Readers" screen. Reader groups allow access to a group of readers to be
assigned quickly and easily. Normally, employees who work in the same office require the use of the
same readers, so defining reader groups reduces the amount of work involved in setting up
employee access rights.

1  Floor groups i A floor group is a group of one or more elevator floors, as set up in the
"Setup/Device Groups/Floor/Output” screen. You will need to use them if you want to restrict the
floors that can be selected on an elevator's control panel. For example, some employees may
require access to floors 1 to 10, but others may require access to floors 1 and 2 only.

1  Access codes i An access code is a predefined set of access rights set up in the
"Operation/Times/Access Codes" screen. An access code can define a collection of access rights to
readers, reader groups and floor groups. By using access codes, you can assign a card holder
access to all these items in one simple operation.

Access codes are particularly useful if you need to assign the same access rights to more than one
person. For example, you could set up an access code called "Admin Staff" containing all the access
rights needed by the card holders working in the Administration department.

1 Areas i This determines the intrusion areas that the card holder is allowed to arm or disarm.

Defining Time Codes and Hours

You can define time codes by using the "Operation/Times/Time Codes" screen:

'@} Operation - Times - Time Codes =1 o>
Time Code Description I Category: Access Right
Standard Weskly Hours Holiday Hours Calendar Ovenview |

Select required times for each day of the week

Monday: [08:00-18:00 Access Right s [ d¢t g5 ERENENN: o 3 |||DS:DD|||18:DD||
L (T Do [ ¢ e P # e
Wednesday: (98:00-18:00 Access Right s [ g s EOENENN: 40 2 |||ns:nn|||1a:nn||
Thursday: [08:00-18:00 Access Right e [ & dt s ERNENENENNE 40 42 |||DS:DD|||18:DD||
Friday: [08:00-18:00 Access Right s [ EOEENENN: 41 |||DS:DD|||18:DD||
Saturday: [N Hours o [ d deods odgs o o oafe o oPp P i ||
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Using the pull-down lists in the Standard Weekly Hours tab, you choose the "hours definition” to use for
each day of the week. In the previous example, "08:00-18:00 Access Right" has been selected for each
week day, which indicates that access is allowed from 08:00 to 18:00.

By default, a number of hours definitions are automatically installed during software installation, including
"08:00-18:00 Access Right ". An hours definition contains one or more time intervals, which determine
when people will be able to gain access. In the following example, the hours definition "08:00-18:00 Except
Lunch" has been selected, which consists of two intervals:

@ Operatien - Times - Time Codes EIIEI
Time Code Description Mormal Office Hours rﬁ Category: Access Right
Standard Weekly Hours Holiday Hours Calendar Overview |
Select required times for each day of the week
Monday: [8:00-18:00 Except Lunch s [ e s G ERNERNE 4 2 |||DS:DD|||13:DD||
Tuesday: [3:00-18:00 Except Lunch Lo [ o g G ENENE P £ |||ua:un|||13:uu||
Wednesday: | 08:00-18:00 Except Lunch e [ g GO ERNENNE & 4 |||UB:UEI|||13:EID||
Thursday: [198:00-18:00 Except Lunch s [ g de R ERNERNE o @ |||ua:un|||13:uu||
Friday: | 08:00-18:00 Except Lunch iz [ d & EOE ENENE o & |||ua:un|||13:uu||
Saturday: [N Hours o [ b g o b A d [ ||
Sunday: [No Hours o [ de g5 de b 2 B A f [ ||
New
[ Copy ] [ Delete ] ’ Motes ] ’ Help ] oK ] [ Cancel
There can be a maximum of ten different time intervals per time code.
You can add or modify hours definitions using the "Operation/Times/Hours" screen. For example:
e Operation - Times - Hours ===
Description: @ Hours Numbier: 13 Cateqgory: [Access Right VI

Define the required times and Time Code color to use

Cf & & & & ¢ e DN © 3 & £ % Jeouo) (@

[ Copy H Delete ” MNotes H Help l [ Apply l [ 0K l [ Cancel l

Note: Time codes (and therefore hours definitions) are used when setting up access rights, scheduled
commands and trigger commands. You can use the Category pull-down menu shown in the top-right
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corner of the Hours Definition and Time Code Definition screen to restrict the item's use. For example,
selecting Access Right enables the time code or hours definition to be used only when setting up access
rights. The default setting is General, which allows unrestricted use.

Defining Holidays

By using the "Operation/Times/Holiday" screen, you can set up holiday dates, which gives you the
capability of having different access times for holiday periods.

Operation - Times -
Holiday Dates
Sa (Su Mo |Tu We|Th |Fr Sa (Su Mo |Tu i
December 6 (7 [8 |9 (10
201 3 |4 |5 1|6 |7
7 |8 [9 [10]11 (=
7 |8 |9
4 |5 |6
2|3 |4
6 |7 |8
4 |5 |6
8 |9
5 |6
3 |4
7 |8
[ sson || Remowe
Holiday Types
i .® . @
o \i\ st @ & D
> (@] & @)  m
M: @ | Multiple Holiday Types Assigned
[ Clear ][ Motes ][ Help. ] [ |Holiday Check 7Days Prior  Mote: Dates may require amendment for each year.  oerem— [ oy

In the Holiday screen, you first name the holiday types in the boxes near the bottom of the screen (e.g.
"Public Holiday" and "Christmas Shutdown"). You then select one or more dates, click Assign and choose
the holiday types to assign to the selected dates:

Assign Heliday Type
Holiday Types
1 IEI | Christmas Shutdown |
2 IEI | Public Holiday |
&= I:I | | |:|

Once you have used the Holiday screen to define the holiday dates, you can use the Holiday Hours tab in
the "Operation/Times/Time Codes" screen to specify the hours to use for each holiday type. In the
following example for the "Normal Office Hours" time code, "No Hours" is selected for the "Christmas
Shutdown" holiday type and "Half Day" for the "Half Day" holiday type (e.g. Christmas Eve).
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@ Operation - Times - Time Codes El@

Time Code Description Mormal Office Hours @ Category: Access Right

| Standard Weekly Hours Holiday Hours Calendar Overview |
Holiday Types
Christmas [No Hours '] 0 ” E12 E14 qE qﬁ 1|':| 1|2 1|4 1|B 1|B 210 212 ||| ||| ”
Public Hol [No Hours o [ de de g5 ge o o o o B A [ ”
Half Day |Half Day v [ de dt ds e[ e 1 b d  |[ozooff1zm ”
Unused No Hours o | dz ds ds gs o 2 M s s d0 A [ ||
Unused Mo Hors 0 | I P R, | TR PR P | "R TR PR | 1] 1

Defining holidays makes it easy to adjust access rights for holiday dates.

Displaying the Holiday Check Dialog

The Holiday screen includes an option named Holiday Check 7 days Prior. It is a good idea to set this
option, since it causes a Holiday Check dialog to be displayed when you log in at any time during the 7-
day period prior to the holiday date (so that you can check that the holiday date is correct before it occurs):

Holiday Check

Holiday Chedk Warning!

=

Confirm this Holiday:

Fublic Holiday|

for this Date: 0312

Press OK to confirm the Holiday Date is valid.
or

Press Cancel to repeat message at next logon.

[ OK ] l Cancel

)

The dialog is displayed only when logging in at the machine specified by Route Holiday/Advance/Retard
Checks to in the "Maintenance/User & Preferences/System Preferences" screen (a similar dialog is

displayed to warn of a daylight-savings time change).
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Specifying Personal Data

You can use the Personal tab of the "Home/ldentity/Card Holders" screen, as shown below, to specify
personal data about the card holder.

3 Home - Identity - Card Holders [ ===
LastName: Taylor First Mame:  Alex Middle Mame: ER<N>)
i Card Details i Access Rights i Personal : Locator Biometrics |
|
Title Data
Job Tite Head of Security - .
Hair Color Gray - .
Eye Color Blue - .
Gender Male - .
Department Security -
Site Main Site -
Date of Birth 01/05/1963
Citizenship us -

Employment Category Level 3
Vehicle Pass Number ~ P104

Visitor Management Login

Login Username: Password:

I Copy I I Delete I Move I Badge I I Motes J I Permissions I I Help I I Save I I Cancel I

The personal data titles displayed in this tab (such as "Job Title", "Hair Color" and "Gender") are set up in
the "Setup/Identity/Personal Data/Card Holder Titles" screen.

A pull-down list may be displayed for some personal data titles. These are for common information such
as "Hair Color", "Gender", etc. For these titles, you can choose predefined data from the pull-down lists.
Depending on how the titles are set up in the "Setup/Identity/Personal Data/Card Holder Titles" screen,
you may be able to type text directly into the empty first box of the pull-down list. In this case, the

information you type is automatically added to the list the next time you use the screen.

The personal data titles that do not have pull-down lists are for information that is likely to be different for
each person, such as "Date of Birth". For these, you simply type the text directly into the box. If a "Mask" is
set up in the "Setup/Identity/Personal Data/Card Holder Titles" screen, you may be required to enter the
information in a particular format, such as mm/dd/yyyy for a date value.

Specifying personal data provides useful additional information about the card holder that may be required
from time to time. In addition, it also enables you to use the Card Data Title and Visitor Data Title filters
in the Card Holder/Visitor Selection screen. These filters can be used to find a person's name from
specified personal data, such as a vehicle license number.

Depending on how the titles are set up in the "Setup/Identity/Personal Data/Card Holder Titles" screen, it
may be mandatory to specify data for some or all of the titles. These have a red marker on the right-hand
side. If there are mandatory fields, you will not be able to save the card holder's details until you have
specified personal data in them.
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Secondary Card Expiry

One or more personal data titles may have Field Type set to Expiry Date in the "Setup/ldentity/Personal
Data/Card Holder Titles" screen. If you enter a date for such a title, the status of the card is automatically
set to "Inactive” at the beginning of the specified day. This feature is useful if you want the card to be
made inactive when, for example, an insurance policy or qualification expires.

Locating a Card Holder

On occasions, you may want to determine a card holder's current location in a building. You can use the
Locator tab of the Card Holders screen for this purpose, which lists the card holder's last 25 reader
transactions. For example:

2/ Home - Identity - Card Holders (][] (]
Last Name: Taylor First Name:  Alex Middle Name: @ g B
Card Details Access Rights I Personal Locator Biometrics |
Last 25 transactions for this card holder were at:
Where: Time: Date: Reset Passback
Ertrance Reader [5] 1415 201 22010
Production Area [5] 1515 201272010
Computer Room [5] 15:30 201272010
Copy ] [ Delete Move Badge ] [ Motes ] [ Permissions ] [ Help Save ] [ Cancel
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Specifying Vacation Times

The Card Holders screen includes a Vacation tab if your user role (as defined in the "Maintenance/User &
Preferences/Roles" screen) allows you to access it. The tab allows you to specify the card holder's
vacation times in a calendar:

12l Home - Identity - Card Holders = [ e
Last Name: Taylor First Name:  Alex Middle Name: [#
Card Details I Access Rights Personal Locator Biometrics | Vacation
Mo |T|.| |We|Th Fr [Sa [Su |Mo [Tu We |Th | Fr (Sa [Su |Mo |Tu We |Th | Fr |Sa [Su Mo |Tu We |Th | Fr |Sa [Su (Mo |Tu e|Th|Fr |Sa |Su |Mo |T|.| -
March 1 |20 4 [5 [6 |7 |8 [@NA@]11]12[13]14 |15 |96[3F] 12|19 |20 [21 |22 [23]24] 25 |26 2?|2a|29|30|31| |
April |‘I |2 3 |4 |5 |67 (8 (9 (10|11|12 431415 |16 (17 (18 (19 |20421122 (23 |24 |25 |26 |27 (28] 29 |30
May 1 (2 |3 @96 (7 |8 (9 [10 2113 (1415|716 |17 (SIS 20 (21 (22 |23 |24 252627 |28 |29 |30 |31
June 283 (4 |5 |6 (7 |89 12% 12?5 12% ‘\% 14 (IS 6(17|18 |19 |20 |21 [22423 24 |25 |26 (27 (28 B|30|
July |‘I |2 |3 4 (5 B8 |9 [10(11 |12 3|14 1255 1‘65 1;1"; 1;95 19 | 20021122 |23 | 24 |25 |26 (27 (28129 |30 |31
August 1 |2 395 |6 (7 |8 |9 [HOFH 15_5 ‘I% ‘Ig—s ‘\g 16 (A7 (18(19 |20 |21 |22 |23 |24125| 26 |27 |28 (29 (30 (31
September N2 3 4 |5 |6 & 9‘3 13 1113 1% 13 [ 14415116 (17 |18 |19 |20 |21 2223 |24 |25 (26 (27 (28 29|30|
October |‘| |2 |3 4 567 |8 (9 |10|11 23 1‘% 1‘53 1g 1‘7:; 18 (IS0 201(21 |22 |23 |24 | 25 |26427 | 23 (29 |30 |31
November 1 29384 |5 |6 (7 (8 @EH0 1“!; 1‘23 1% 1& 15 {1617 18 (19 |20 |21 |22 |23 (24 25 |26 |27 (28 |29 (30
December 2 3 4 |5 |6 S (9 (10171 |12 13 P4 SY 16 (17 |15 |19 |20 (21 (22123 |24 (25|26 |27 |28 29|3E}|3‘||
2014 January |‘| |2 |3 40596 |7 |8 (9 |10 1213 |14 |15 (16 (17 SIS 20 |21 |22 |23 |24 (2512627 (28 (20|30 |31
February 1 3 (4 (5 |6 |7 |BN(810(11(12|13 |14 (A5G| 17 (18 (19 (20|21 |22423 24 |25 |26 |27 |28
View Hours { Define Exceptions
15 am [ ddedadacsds dr e e o 12 1+ 16 5 7 16 1 o 1 dz 43 [ veoo ][ =00 || [ Assign | [ Remove |
Delete Move [ Badge ] [ Motes ] [ Permissions ] [ Help ]

Vacations are used to specify times when individual card holders are taking a period of leave or rest from
work. During a vacation, the card holder is not able to gain access - this is to comply with employment law
in countries that require people to be offsite during vacations. Card holders who are on vacation have a
status of "Vacation" in the Card Details tab.

If a card holder attempts to gain access during a vacation, a "Card Holder on Vacation" alarm/event
message is generated and the card holder is not granted access.

Before specifying vacations, set up standard times for vacations (such as 00:00 to 12:00, and 00:00 to
24:00) in the "Operation/Times/Hours" screen. You can specify non-standard times directly into the
Vacation tab by selecting the <Variable> option from the menu near the bottom-left corner of the tab.

Vacation times have a resolution of one hour.

What is the Difference between Holidays and Vacations?

Holidays are defined in the "Operation/Times/Holiday" screen and are used to specify public holidays, site
shutdown periods and other dates. Holidays can be used to affect the access rights of many people within
the organization.

Vacations are specific to individual card holders. They are used to specify leave or rest periods that
require the card holder to be offsite to comply with employment laws.
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Chapter 4: Producing ID Badges

Introduction

The Symmetry software provides a comprehensive set of
tools that allow you to design and print ID badges quickly
and easily. A badge may be used for identification
purposes only, or for access control, or both.

Producing ID badges is easy. First, you use the
"Setup/ldentity/Badge Designer" screen to create a library
of badge designs, then the "Home/ldentity/Card Holders"
screen to select, print and encode a badge for each
person.

Using the "Home/ldentity/Card Holders" screen, you can quickly enter any information that is required for
the badge, such as the card holder's name and card number. You can also capture the person's picture,
signature and any biometric data, then print and encode the card. The user interface has been designed to
optimize operator efficiency, while allowing full control to include all the graphics and information required.

Designing Badges

You can design badges using the "Setup/ldentity/Badge Designer" screen. A badge design specifies the
appearance of the badge, including the position and type of information to include. For example, a badge
design could include the card holder's name, expiry date, company logo and card holder's picture. The
system gives you all the tools you need to create customized badge designs in minutes, with text and
graphics applied to both sides of the badge.

Using the Badge Designer, you can create a library of badge designs. You may, for example, decide to
create different designs for administration staff, cleaners, contractors and security staff.

A key feature of the Badge Designer is the ability to associate default access rights with each badge
design for access control purposes. Any card holder allocated a badge design is automatically given the
badge access rights, which eliminates the need to set up access rights for each person.

The overall simplicity of the software, supported by context-sensitive help, ensures that anyone with basic
mouse/keyboard skills can begin to use the Badge Designer quickly and efficiently.

Figure 4.1 gives an overview of the key features provided by the Badge Designer.
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